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Issue: February 28, 2024 Vulnerability Announcements from OpenSSL Software Foundation
The OpenSSL Software Foundation Announced:

May 2, 2022: CVE-2022-1292: The c_rehash script allows command injection
June 21, 2022:  CVE-2022-2068: The c_rehash script allows command injection

Details can be found here::
OpenSSL Security Advisories: CVE-2022-1292, CVE-2022-2068

EndRun Technologies Product Impact Statement:
All EndRun products are not affected by these vulnerabilities.

As always, use best practices to keep your time server secure as described here:
Best Practices to Secure Your Time Server

EndRun Technologies Products and Vulnerability:

Sonoma Network Time Server
Tycho Il Precision TimeBase
Meridian Il Precision TimeBase

Vulnerability: These products are not affected by the listed vulnerabilities because they do not include
¢_rehash script

3026-xxxx-xxx Sonoma D12 Network Time Server (CDMA)
3027-xxxx-xxX Sonoma D12 Network Time Server (GPS)
3028-xxxx-xxx Sonoma N12 Network Time Server (CDMA)
3029-xxxx-xxx Sonoma N12 Network Time Server (GPS)
3041-xxxx-xxx Tycho Il Precision TimeBase
3043-xxxx-xxx Meridian Il Precision TimeBase
3300-x8xx-xxx FDC3300e Frequency Distribution Chassis
3301-x8xx-xxx PDC3301e Pulse Distribution Chassis
3302-x8xx-xxx FDC3302e High Performance Frequency Distribution Chassis
3303-x8xx-xxx TDC3303e Time Code Distribution Chassis
3205-xxxx-xxx RTM Percision Timing Module
3210-xxxx-xxx Ninja Time Server

3211-xxxx-xxx Ninja Percision Timing Module



https://www.openssl.org/news/secadv/20220503.txt
https://www.openssl.org/news/secadv/20220621.txt
http://www.endruntechnologies.com/pdf/AppNoteSecurity.pdf
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3014-XXXX-XXX
3015-XXXX-XXX
3016-XXXX-XXX
3017-XXXX-XXX
3018-XXXX-XXX
3019-XXXX-XXX
3025-XXXX-XXX

Tempus LX Network Time Server
Unison Network Time Server
Meridian Precision GPS TimeBase

Vulnerability: These products are not affected by the listed vulnerabilities because they do not include
c_rehash script

Tempus LX CDMA Network Time Server
Tempus LX GPS Network Time Server

Unison CDMA Network Time Server

Unison GPS Network Time Server

Tempus LX CDMA Network Time Server (Japan)
Meridian Precision GPS TimeBase

Meridian CDMA Frequency Reference

3020-XXXX-XXX
3021-XXXX-XXX
3204-XXXX-XXX
3300-X0xX-XXX
3301-X0xX-XXX
3302-X0XX-XXX
3303-X0XX-XXX

Tycho Frequency Reference
Distribution Chassis (with network port option)

Vulnerability: These products are not affected by the listed vulnerabilities because they do not include
¢_rehash script

Tycho CDMA Frequency Reference

Tycho GPS Frequency Reference

RTM3204 GPS Timing Module

FDC3300 Frequency Distribution Chassis

PDC3301 Pulse Distribution Chassis

FDC3302 High-Performance Frequency Distribution Chassis
TDC3303 Time Code Distribution Chassis

Note: 'X'is a variable number:

Contact Information:
Feel free to contact us if you have any questions or need help.

EndRun Technologies

2270 Northpoint Parkway, Santa Rosa, CA 95407, USA
+1-707-573-8633 or 1-877-749-3878 (toll-free in the USA & Canada)
support@endruntechnologies.com
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